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Fully Automate Your 
PKI Certificates   
With GlobalSign’s Certificate Automation Manager

GlobalSign’s Certificate Automation Manager 
has been created to work in conjunction with 
your Windows Active Directory, Microsoft Entra ID 
and GlobalSign’s Atlas Digital Identity Platform to allow for the fast, efficient 
and secure deployment provisioning and management of your global 
certificate needs. Businesses can set up enrolment policies for endpoints 
throughout their organisation, and these can be applied for a variety of use 
cases. 

PKI AUTOMATION 
Automatically issue and 
install certificates without 
the need for employee 
intervention

SIMPLIFIED  
MANAGEMENT & 
REPORTING  
Easy-to-use UI dashboard 
enables administrators to 
manage deployment options 
and protocols, generate 
scheduled and custom 
exportable reports 

MIXED-ENDPOINT 
ENVIRONMENTS 
The cross-platform agent 
(XPA) installs easily on any 
workstation or server for 
Windows, MacOS, Linux

KEY ARCHIVAL, 
RECOVERY & ROAMING  
Allows for the secure 
archival of encryption keys to 
maintain consistent access 
and mitigate data loss 
caused by lost keys 

SCEP SUPPORT  
SCEP supports issuing 
certificates to mobile and 
networking devices alongside 
integrations with Microsoft 
Intune, JAMF and other 
MDMs 

ACME SUPPORT  
Automated issuance to any 
client application supporting 
ACME such as Linux servers 
and DevSecOps tools  

Ever-increasing Demand for Digital Certificates
The ever-increasing demand for digital certificates needed by organizations 
across the globe to secure their networks, users and devices, can present 
challenges for IT teams and how to deliver and manage all of those 
certificates. IT teams must ensure that the right certificates are provisioned 
at the right time for the right user, machine or device, with the least amount 
of IT admin resource. This is especially important for global enterprises with 
thousands of endpoints and multiple companies and departments. The need 
for automation to manage these certificates is paramount.

The answer for many organizations has been the use of an on-premises 
Microsoft Certificate Authority (CA), but these can 
be expensive to set up and maintain due to 
hardware, staff, maintenance, and support, 
and may not offer the same level of 
security as a third-party trusted CA.  
Above all else, this is not a fully 
automated solution, and does not 
provide public trust.

Certificate Automation 
Manager Fully 
Automates Certificate 
Requirements

Client Authentication Email Security (S/MIME)

SSL/TLS

Digital Signatures

Suitable for:

Network Security
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How Certificate Automation Manager Works
Certificates can be issued from a dedicated private CA hosted by GlobalSign and/or from GlobalSign’s public 

CA (for security applications that require public trust), all based on GlobalSign’s universally available and 
secure world-class infrastructure.
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Use Cases

Get in touch with your local team – visit 
www.globalsign.com/en/company/contact

As one of the world’s most deeply rooted Certificate Authorities, GlobalSign is the leading provider of trusted identity and security 
solutions enabling organizations, large enterprises, cloud-based service providers and IoT innovators worldwide to conduct secure 
online communications, manage millions of verified digital identities and automate authentication and encryption. Its high-scale PKI 
and identity solutions support the billions of services, devices, people and things comprising the IoT. A subsidiary of Japan-based 
GMO Cloud KK and GMO Internet Group, GMO GlobalSign has offices in the Americas, Europe and Asia. 
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